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Expectations of students 

This work pack will prepare you for the future of GCSE computer science moving into year 11. 

It will cover a wide array of content from paper 1 (principles of computer science) from computer systems 

to advanced networks and cyber security, this work pack will cover everything needed for you to succeed 

in Computer Science.  
 

HOW CAN PARENTS HELP? 

 

1. Ensure your child has completed all of the tasks by reviewing their answers with them 

 

2. Have your child read through their previous 2 booklets to ensure that they have consolidated all 

knowledge appropriately 

 

3. Ensure your child has a deep think about the questions to ask yourself sections 

 

4. Ensure you cooperate with your child’s learning experience by reading the “How can parents 

help” section of each lesson 

 

5. Review with your child the summarisation of each lesson to help consolidate learning effectively 

 

6. Ensure your child does not rush through each lesson as each lesson has many new concepts and 

theory they will be unfamiliar with 

 

7. Lastly, please do not pressure your child to finish the booklet at a fast pace as this can confuse 

and disjoint the learning experience. The booklet is created to last the entire term and so should 

be approached in such a manner, unless your child is feeling up to the challenge of moving ahead 
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This website is extremely useful for students who are willing to take their 

learning further 

 

Useful resources for your subject  

https://www.computingatschool.org.uk/  

https://www.stem.org.uk/  

https://codeclub.org/en/  

https://www.codecademy.com/  

https://www.khanacademy.org/computing  

https://hourofcode.com/uk  

https://www.nicholawilkin.com/  

https://www.mrfraser.org/  

https://www.gettingsmart.com/2018/12/22-coding-and-computer-science-resources 

https://www.computerscience.gcse.guru/topic 

 

• Edexcel GCSE (9-1) Computer Science Student Book  
 

• Revise Edexcel GCSE (9-1) Computer Science Revision Guide 
 

 

 

 

 

 

 

 

https://www.computerscience.gcse.guru/topic
https://www.stem.org.uk/
https://codeclub.org/en/
https://www.codecademy.com/
https://www.khanacademy.org/computing
https://hourofcode.com/uk
https://www.nicholawilkin.com/
https://www.mrfraser.org/
https://www.computerscience.gcse.guru/topic
https://www.computerscience.gcse.guru/topic
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Week 1: Computer Systems  
  

Computer systems are a combination of both hardware 

and software working together.  

Hardware is the physical components of a computer and 

software is the programs that run on a computer.  
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Y10 SUM2 Week 1: 
  

System

Computer systems are a combination of both hardware and 

software working together. 

  Hardware is the physical components of a computer and software is the programs 

that 
  

run on a computer.   
  

Required 

Please enter your name (first name and last 

name) 

1

Enter your answer 

What is a general purpose 

computer?

2

A small computer that forms part of a larger system 

A computer designed to perform more than one task 

A computer found in a digital watch 

What is clock speed measured 

in?

3

Second

s 
Hert

Byte

s 

Which of the following are components of the 

 central processing unit  

(CPU)? 

4

Registers, cache and arithmetic logic unit 

(ALU) 

Lesson 2: Computer 

Systems 
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Registers, read only memory (ROM) and cache 

Resisters, read only memory (ROM) and arithmetic logic unit (ALU) 

Which central processing unit (CPU) component makes logical decisions? 5. 

Arithmetic logic unit (ALU) 

Control unit (CU) 

Cache 

What is a register? 6. 

A small computer that forms part of a larger system 

A small amount of high speed read only memory (ROM) contained within the 
processor 

A small amount of high speed random access memory (RAM) contained within 
the processor 

What is a core? 7. 

A second processing unit within a control unit (CU) 

A processing unit within a CPU 

A system that has many processors 

What are the three types of bus? 8. 

Address, data and instruction 

Address, control and data 

Address, control and instruction 

Which of these statements about Von Neumann architecture is true? 9. 
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Only data is stored in main memory 

Only instructions are stored in main memory 

Data and instructions are both stored in main memory 

Which register holds the address of the next instruction to be fetched    

memory? 

10. 

Current instruction register (CIR) 

Memory address register (MAR) 

Program counter (PC) 

What is hardware? 11. 

The logical components of a computer system 

The physical components of a computer system 

The physical parts that are attached to the motherboard 
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Week 3: Memory and Storage  
  

Main memory is a key component of a computer system 

that works in tandem with secondary storage. This 

allows the system to run  

instructions, while secondary storage retains data.  

Cloud storage allows data to be stored at a remote 

location online.  
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Storage Technologies & Media - Reading  R 61  

 

 

 
 
 
 
 

 

  

  

  

  

 
All primary storage is volatile which means that it needs power (the computer turned on) to keep the data 
stored. Secondary storage is non-volatile. It will store the data even if there is no power.  
  

Most people know that increasing the CPU clock speed will increase a computer’s speed. However, it is not 
the only part that will. Increasing the amount of cache will mean that the CPU doesn’t need to access slower 
RAM so often. Equally, more RAM will mean that slower secondary storage doesn’t need to be accessed as 
often. In modern computers, replacing a mechanical hard disk drive with a solid state flash drive will often 
give far greater improvement in performance than replacing the CPU.  
  

RAM stands for Random Access Memory. It is called this because it is possible to directly access any memory 
location in a random order. Although other types of memory also have random access, RAM specifically refers 
to the type of primary storage that is volatile (loses the data if the power is turned off). When you run a 
program it first gets copied from the secondary storage (hard drive) to RAM. It is then run by the CPU which 
can access RAM directly. If you load data (e.g. a file) then it will get copied to RAM first before it is used by the 
program. This is why it often takes a long time to load programs. There are two types of RAM. Dynamic RAM 
(DRAM) uses a capacitor to store each bit of data. As capacitors lose their charge, DRAM must constantly read 
and write back what is stored in the RAM. Static RAM (SRAM) uses transistors to store the data. It doesn’t 
need to be constantly refreshed, hence it is ‘static’. As a result it is much faster. Both types of RAM are volatile 
and will lose their data if they have no power. A computer’s main memory of DRAM will be around 4GB. SRAM 
cache will be around 3MB as it is more expensive.  
  

ROM means Read Only Memory. It is used to store the BIOS (Basic Input/Output System) on the computer. This is the 

basic software which starts the computer before the operating system loads. Devices such as digital cameras will also 

have ROM inbuilt with the programs needed to run the device. A ROM chip has its data put on when manufactured. 

ROM is non-volatile. Flash ROM allows the ROM chip to be wiped and new data to be written. This is how it is possible 

to upgrade the firmware on digital cameras or the BIOS. The same principal has been used in recent years for solid 

state flash drives on USB, SD Cards or Hard Drives. These are faster than hard disks as they don’t need to move the 

drive head to access data. They are also smaller and more durable. Flash drives have led to advances in technology like 

the development of smartphones and tablet computers 

If a computer does not have enough free memory left in RAM then it cannot run any more programs or load 
any more files. Modern operating systems use a dedicated area on the hard drive as virtual memory. If there 
is not enough space left in RAM then the operating system will swap data from RAM to the virtual memory. 
When the user needs the data again the operating system will swap it back. This process is time consuming 
which is why buying more RAM can speed up your computer.  

 
 
 

A magnetic hard disk drive (Magnetic storage device)  
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A magnetic hard disk stores data using magnetism on the platter. The platter spins and an actuator moves the drive 

head to the correct track with the data on it. North and South magnetic fields on the platter are able to store zeros 

and ones in binary 

 

 

These drives are used in desktop computers, and most laptop computers. They are gradually being replaced 
by solid state hard disks, which are faster.  
Typical size and price of magnetic hard disk drive (2016): 1TB, £40.00 (4p per GB)  

These are used in some desktop computers and laptops along with home entertainment systems.  
 Typical size and price of blank Blu-ray writeable media (2016):  25GB, £0.40 per disk (1.6p per GB)  

Secure Digital (SD) memory card (Solid state storage media) 

 

 

Solid state storage is the fastest of the three types of storage. It is used in more expensive solid state drives (SSD), 

USB removable media and memory cards. Information can be accessed far faster than the other types of 
technology as the drive doesn’t need to wait for a disk to spin to the correct location of the data. Solid State 

Storage uses electrical circuits to persistently store data.  

Typical size and price (2016): 16GB, £6 per card (38p per GB)  
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Primary storage 
is fast; however, 
it has some 
disadvantages. 
RAM is volatile 
(has to be 
constantly 
powered) and 
ROM cannot 
store anything 
new as it is read 
only.  

Secondary storage is a non-volatile form of memory. Different storage devices have a number of 

different characteristics. x Technology – magnetic; optical; solid state x Capacity – the amount of storage 

space for data x Speed or data rate – how much data can be transferred per second  

x Portability – how easy it is to be transported x Durability – how robust 

it is x Reliability – how long will it work without failing  

Devices such as CD drives and DVD drives require CDs and DVDs that are removable from the device. These are 
known as storage media.   

Cloud storage is a method of storing data at a remote location. Magnetic hard discs or solid state storage will be 
fitted into servers anywhere in the world. The data may be stored at multiple redundant locations (replicated) so 
that it can be accessed faster if it is closer to the user and so that there are instantly accessible backups should 
one location fail. The term cloud storage does not tell us if the data is backed up or replicated, nor does it tell us 
where in the world it is located. It only tells us that the data is stored remotely and accessed via a network, 
usually the Internet.  

 

 

 

Storage device  Description  Data  

Magnetic hard 
disk drive  

One or more platters (rotating disks) are 
coated with a magnetic material. A drive 
head connected to an actuator moves to 
the location of the data as required. The 
platter is rigid which is why they are 
called hard disks.  

Technology: Magnetic  
Capacity: 200GB~2TB  
Data rate: 50-150MB/s + seek time 
Portability: Somewhat if in a case  
Durability: Reasonable if in a case 
Reliability: Can suddenly fail; 
mechanical parts  

CD-ROM; CD-R;  
CD-RW; CD-RAM  
  

Compact discs (CDs) originally were read 
only (CD audio; CD-ROM; CD-R). CD-Rs 
were blank and could be written to once. 
CD-RW and CD-RAM could be written to 
more often; however, data rates were 
slow. CDs have a reflective layer encased 
in two rigid plastic layers. A laser beam is 
reflected by the disk.  

Technology: Optical  
Capacity: 650MB~700MB  
Data rate: 120KB/s~4MB/s  
Portability: Very portable  
Durability: Can be scratched 
Reliability: 20 years if looked after; 
very short if scratched  

DVD – Digital 
versatile disc  

DVDs use a laser with a shorter 
wavelength. They can also have two 
layers on each side of the disk.  

Technology: Optical  
Capacity: 4.7GB per layer  
Data rate: 1MB/s~30MB/s  

Flash memory  Flash memory is used in portable 
devices, SD cards, USB flash drives and 
increasingly as solid state drives. They 
are more expensive than hard disks but 
reliable and portable. They tend to have 
good reliability as there are no moving 
parts.  

Technology: Solid state  
Capacity: 256MB~4TB  
Data rate:  100MB/s~600MB/s  
Portability: Very portable  
Durability: Very durable  
Reliability: No moving parts; limit to 
number of writes before fails  
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Lesson 4 memory and 

storage 
 



Page 20 of 84  

  

 

 

Resisters, read only memory (ROM) and arithmetic logic unit (ALU) 

Registers, cache and arithmetic logic unit (ALU) 

Which central processing unit (CPU) component makes logical decisions? 5. 

Arithmetic logic unit (ALU) 

Control unit (CU) 

Cache 

What is a register? 6. 

A small amount of high speed random access memory (RAM) contained within 
the processor 

A small computer that forms part of a larger system 

A small amount of high speed read only memory (ROM) contained within the 
processor 

What is a core? 7. 

A processing unit within a CPU 

A system that has many processors 

A second processing unit within a control unit (CU) 

What are the three types of bus? 8. 

Address, data and instruction 

Address, control and data 

Address, control and instruction 

Which of these statements about Von Neumann architecture is true? 9. 
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Week 5: Computing Fundamentals 

  

At the simplest level, computers are little more than a 

collection of transistors and circuits. They connect 

together to form logic gates, which in turn are used to 

form logic circuits 
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Lesson 6: Computer 

fundamentals  
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Week 7: Fundamentals of Networks 
  

Networking computers brings many benefits to users. 

Without networking, many computing applications would 

not be possible.  
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Lesson 8 Fundamentals of 

networks 
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Week 9: Network Topologies 
  

Networks can be arranged in different topologies.  

Encryption is used to ensure that messages can be sent 

securely over a network.  
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When two computers communicate across a network they need a set of rules to be able to talk to each other. This set 

of rules is known as a protocol. This allows lots of manufacturers to make hardware, devices and operating systems 

that are able to communicate with one another. For instance, a computer running the Microsoft Windows operating 

system is able to request web pages from a server running Linux and Apache because they all use standard 

protocols.  
  

The following table shows some common protocols used on computer networks.  
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Lesson 10 Network layers  
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Week 11: Cyber Security 
  

Computer systems are at risk of intrusion, theft, and 

deletion. Cybercrime is evolving at the same rate as the 

technology around us.  

  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Social Engineering  
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It is not easy to break into computer systems by hacking passwords or other security methods.  
However, all computer systems are accessed by people who are often the weakest part to the security of any 
system. Social engineering involves getting hold of confidential information by social means. People are 
manipulated into giving information away which they shouldn’t.  

Blagging (pretexting)  

Blagging (pretexting) is impersonating another person in order to try and get confidential information. A blagger 
may impersonate a family member, police officer, colleague at a company, bank manager, or anyone else who they 
feel may give them credibility.  

Many phone calls in the UK are made as a form of blagging to attempt to find personal information about the 
receiver. This can often seem innocent, such as finding out the version of operating system you have, but the 
information will then be sold to other companies with your address so that they can try to sell you other products. 
Some blaggers may tell you that your computer has problems and they need you to download software to fix it. 
This then gives them full access to your computer. Blagging and phishing attacks are a common way for ID theft to 
occur.  
  

To obtain a password a hacker might contact the reception of a business and claim to be assisting with a virus and 
need to test that it is fixed. They ask if the receptionist would run a program or put them through to someone who 
can. By using fear or other techniques they can get people to give them passwords or help them to break into 
systems.  
  

Phishing  

Phishing is a type of social engineering technique where someone attempts to find out sensitive information such 
as usernames, passwords or credit card details. The word was created as the technique often uses bait to catch a 
victim.  

Phishing techniques will often use fake websites or spam to lure victims into giving away personal information. By 
changing the way links appear in an email many people believe they are visiting an official site. For example, a bank 
called “Jones Online Bank” may have the subdomain jonesoffers.jonesonlinebank.com for offers. A hacker could 
buy the domain name jonesoffers.com and then create the subdomain jonesonlinebank.jonesoffers.com. They 
could then record all usernames and passwords attempted and use these on the real bank site.  
  

Pharming  

When a web address  is entered it is converted to an IP address by a DNS server. Pharming changes the domain 
name to go to a different IP address which contains a fake website. This can then be used to obtain personal 
information.  

Shouldering/Shoulder surfing  

Shouldering simply involves standing near someone as they enter a PIN at a bank machine or their password at a 
computer. It is easy to see what has been entered.  
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Malware  

Malware stands for “Malicious software” and is any type of software which acts in a way which is 

damaging (malicious) or intrusive to a computer. The types of malware are given below.  

Viruses  

Viruses are a type of malware where malicious code is in an executable program. Viruses have the ability to 

replicate on other devices or computers in the same way that viruses in people replicate. The files attach to 

computer programs or files. Viruses may hide in the boot sector of a hard disk drive so that they run when the 

computer is started. They can also be stored on removable media so that they run when inserted to a computer. 

Viruses are started by a human doing something such as opening an executable file in an email or inserting 

removable media to a computer. Viruses may contain a program that listens to each key pressed on the keyboard 

and sends them to a remote computer. This is called a keylogger and is used to discover passwords as they are 

being typed into the computer. Other viruses may send out spam email or cause a denial of service attack (DoS). It 

is common for viruses to corrupt files or programs stored on any secondary storage.  

  

Spyware / Adware  

  

Spyware is used to find personal information about users. It may send this information to another computer or 

person without the user agreeing. Spyware can be sent in a Trojan Horse or adware. A web browser stores cookies 

when you visit websites. This is to remember users when they visit the same website again and can be helpful as it 

saves you logging in. However, if cookies are used to track users without permission then this can also be seen as 

spyware.  

  

Adware is another type of Trojan Horse which contains code that will cause many advertisements to appear on the 

computer in order for the creator to make money.  

Trojan Horses  

The Trojan Horse was a wooden horse used to take over the city of Troy. It was sent as a gift, but contained people 

who attacked the city from inside. In computers, a Trojan Horse contains useful software which the user wants and 

runs. However, it also contains malicious code which may damage files, annoy the user or create a backdoor. Trojan 

Horses do not replicate like viruses.  

  

Anti-virus software  

Anti-virus software is used to detect viruses and prevent them being executed or replicated. The software contains 

a real-time scanner which checks every file before it is installed, opened or executed. Each virus has a unique 

pattern of bits called a signature which can be detected, a little like a fingerprint on a human.  Anti-virus software 

contains a database of signatures which needs to be constantly updated with the signatures of new viruses. If a 

virus is found then it will be prevented from being executed and the files will be quarantined so that they cannot be 

run again.  
  

Anti-malware software  

Anti-malware software is used in the protection and removal of malware such as worms, Trojan  
Horses, spyware and adware. A lot of anti-virus software now performs anti-malware functions too.  
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Passwords  

Passwords are one of the most common ways to protect computers and user accounts to services.  

It is possible to crack a password by using a brute-force attack. This tries every different password combination. If 
the password is short (say 3 lowercase characters) then the computer would need to try a maximum of 
26*26*26=17576 different combinations. A computer could try these combinations very quickly. By using 
numbers, uppercase and other characters we could increase the number of characters to around 70 characters. 
This would give 70*70*70=343000 different combinations. This increase in the number of combinations is why 
many passwords have to include numbers or special characters. By making the password longer we significantly 
increase the number of combinations. An 8 character password would require 708 combinations. This is over 
500,000 billion combinations.  
  

Passwords that use a single word are not secure. A dictionary attack tries every word in the dictionary. There are 
therefore only around 100,000 different possible words which a computer could try very quickly. A large number of 
programs and server software will have default passwords such as “password”. If these are not changed then it is 
very easy for a user or computer to try the default password.  

User Access Rights  

Organisations have network policies which which control user access rights. This means that certain users are 
prevented from carrying out certain actions,  
e.g. accessing removable media or running executable files. Companies will also give different amounts of access 
to different groups of people, so a company director might have access to more sensitive files or a network 
administrator may have permission to install new programs. This is known as different user access levels. If these 
policies or rights are misconfigured then users may be able to do substantial damage to an organisation.  

Removable media  

Removable media today mainly covers USB removable media, but can also cover SD cards, CDs and DVDs. There 
are two security threats with removable media.  
1. When the media is inserted, executable code may be run automatically. This may contain a virus. Even if the 

operating system does not automatically run files, a virus may still be on the media and introduced onto the 
computer  

2. Many organisations need confidential or personal data to be held securely. Removable media allows users to 
take this data off-site. This will often be unencrypted and can be accidentally left in a place, such as a train or 
car, where it can then be stolen.  

Outdated Software  

It is likely that software will contain a number of security vulnerabilities which allow a computer to be exploited. When 
the software creator or company realises that there is a vulnerability, they will create a patch for it. It is important that 
users either allow the software to automatically update itself, or they apply patches and updates. Unpatched or 
outdated software is a major security threat.  
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The following methods show ways in which cyber security incidents are prevented.  

Biometric  measures  

Biometric measures are any characteristic unique to a person, such as fingerprints, the iris in the eye, facial 
structure or a person’s voice. For example, a facial scanner at an airport will take a photo and then analyse points 
on a face to determine if it is the same as the photo in a passport.  

One of the most common biometric measures is fingerprint recognition, which is increasingly used for mobile 
phone and tablet computers.  

Password systems  
One of the most common methods to prevent unauthorised access to a computer system is the use of a password. 
The password is stored (often encrypted) in a database. The password entered is then compared against this 
password to see if the user is authorised to use the system.  

CAPTCHA  
CAPTCHA stands for “Completely Automated Public Turing test to tell Computers and Humans Apart”. CAPTCHAs 
intend to ask questions that are very simple for humans to answer, but very hard for computers to answer. This 
normally involves reading some text in a distorted image. By making the image hard for computers to recognise, 
this system prevents computers from automatically being able to attempt to log into systems.  

Email confirmation  
When a computer wishes to verify that an email address is correct, it will send an email to that email address with 
a hyperlink inside it. By clicking the link you prove that the email account is active and you have access to it. This 
prevents fake email addresses from being used.  

Automatic software updates  
Software and operating systems will use automatic updates to apply the latest fixes to security vulnerabilities. By 
keeping the auto-update turned on you allow the software to download the latest security updates and apply or 
install them so that the software always has the most secure version.  

Penetration testing  
Organisations will pay companies to try to break into their computer systems, possibly without knowledge of 
usernames, passwords or other normal methods of access. This allows them to find weak points in their systems 
and fix them. This process is known as penetration testing (pen testing).  

White-box penetration testing is where a malicious insider is simulated. They will have a username and password 
which gives basic credentials. In this test, an attempt is made to try and access parts of the system that this user 
shouldn’t have access to. An attempt will also be made to try and increase any of the rights of the user.  

Black-box penetration testing simulates a hacking attempt by someone external to the organisation or from a 
cyber warfare attack, such as a denial of service (DoS) attack. For this simulation the company doing the 
penetration testing will not have any username or password to access the system, but they will attempt to gain 
access by security flaws in software, or by searching for information in rubbish, or by social engineering.  
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Lesson 12 Cyber security  
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1 CPU-related Keywords  
Von Neumann Architecture - any computer system that consists of input and output devices, with memory and a 

central processor. It also refers to both the instructions and the data being stored in RAM together.   

System bus - a set of parallel wires that carry data and control signals between components connected to the 

motherboard. The system bus consists of three parts:  
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• Control bus – carries control signals from the CPU’s Control Unit to other components (e.g. RAM)  

• Address bus – carries the address of instructions to be fetched from RAM.  

• Data bus – carries the actual instruction and data from RAM to the CPU for processing.  

Instruction – the simplest part of a computer program that a CPU can understand and process. Instructions are made 

up of two parts; the opcode and the operand.  

Opcode - tells the CPU what to do (commands).  

Operand - the piece of data (e.g. a variable) that the opcode is performed on.  

Instruction set - contains all of the instructions that a CPU can understand.   

Central Processing Unit (CPU) - fetches, decodes and executes instructions.  

CPU Registers - temporary stores for instructions being processed. These include:  

• Program Counter – keeps track of where the CPU is in the program. Points to the next instruction in the 

cycle.  

• Memory Address Register (MAR) – holds the address of the instruction to be fetched.  

• Memory Data Register (MDR) – stores the instruction about to be executed.  

• Accumulator – stores the most recent result of processing.  

Main CPU components:  

• Control Unit (CU) – controls the fetch, decode, execute cycle. Sends control signals to CPU components and 

timing signals to coordinate the CPU.  

• Arithmetic Logic Unit (ALU) – Carries out calculations and logical comparisons (e.g. greater than, less than).  

• Cache – High speed memory, very close to the CPU, stores regularly used instructions for fast access.  

Clock speed – How many fetch, decode, execute cycles the CPU can perform per second. The higher the clock speed, 

the faster a CPU can process data. Usually measured in GHz.  

Cores – each core is an independent processing unit. More cores = better performance  

Multi-tasking – creating the illusion that many programs are running at the same time (rapidly switches between 

programs)  

Embedded systems - computer systems with a dedicated function within a larger system. For example a computer 

system that controls a washing machine.  

  

   

 

  
2 Storage and memory keywords:  

 

Primary storage  
( volatile memory )   

Secondary stora ge   
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Primary Storage (memory)  
Primary storage - Volatile, short-term, fast memory. Includes registers, cache and RAM.  

Random Access Memory (RAM) - a type of volatile primary storage that stores programs and files that are currently 

in use.  

Volatile - when the power is turned off, the contents are lost.  

Virtual Memory - when a portion of the Hard Disk Drive (HDD) is used as though it is RAM (hence “virtual”). When 

RAM fills up, it can use this to keep the programs running without having to close them.  

Cache - very high speed memory next to the CPU that stores regularly used instructions.  

  

Secondary Storage:  

Secondary storage - non-volatile, long term storage for programs, files and other data. E.g. HDD/SSD, CDs/DVDs.  

Optical storage - CDs and DVDs.  

Magnetic storage - Hard Disk Drives. It uses a moving read-write head that passes over magnetised platters. HDDs 

can be a bit unreliable due to moving parts than can wear out and break.  

Solid state - uses Flash chips which has no moving parts and is much faster and more durable than a Hard Disk Drive.  

Read-Only Memory (ROM) - a type of storage that can only be read from and not written to. The most common use 

of ROM is to store the basic BIOS settings that boot up the computer.  

Units of storage:  

• Bit = 1 or 0 (smallest unit of data).  

• Nibble = 4 bits  

• Byte = 8 bits  

• KiloByte = 1024 Bytes  

• MegaByte = 1024 x 1024 (roughly 1 million) Bytes  

• GigaByte = 1024 x 1024 x 1024 (roughly 1 billion) Bytes  

• TeraByte = 1024 x 1024 x 1024 x 1024 (roughly 1 trillion) Bytes  

  

Characteristics of secondary storage that need to be considered when buying devices for certain scenarios:  

• capacity (amount of data it can store)  

• speed (how fast data can be read and written to it)  

• portability (how easy it is to carry about)  

• durability (how difficult it is to break)  

• reliability (how long it tends to last without going faulty)  

• cost (per byte or Gigabyte)  

  

  

3 Tools of the IDE keywords  
An Integrated Development Environment (IDE) -  software that helps programmers to write code. The 

features/tools of an IDE are given below:  
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• Code highlighter – colour highlights keywords and key syntax to make the program more readable.  

• Run-time environment – allows programmers to run and test the code before release.  

• Auto-completion – Suggests programming key words and sub-routine names and auto-completes them.  

• Translator – Translates the high-level source code into machine code.  

• Editor – Allows the programmer to type and edit the code.  

• Error diagnostics/debugger – Detects syntax errors and tells the programmer which line the error is on.  

Translators - Convert high-level code such as Python (which is understandable by humans), into machine code 

(binary) which is understood by computers.  

Types of translator:  

• Interpreter – translates code line-by-line into machine code (binary).  

• Compiler – translates all of the code in one go and stores it as an executable file. Once the code is compiled, 

it can be run by the processor whenever it is needed.  

• Assembler – translates low level assembly language into machine code.  

  

  

  

  

  

  

  

  

  

  

 

  

4 Network keywords:  

LAN (Local Area Network) - A computer network over a small geographical area, such as an office or a school.  

WAN (Wide Area Network) - A computer network over a large geographical area. WANs are usually made up of 

interconnected LANs.  

Wi-Fi (wireless Ethernet) – Allows devices to connect to a LAN wirelessly (uses high frequency radio).  

Wi-Fi channel -  run on different frequencies. Much like the radio or TV channels. If one channel is very busy, then 

this can slow a network down. Changing to a clearer channel will help to solve the problem.  

Wi-Fi frequency – different channels run on different frequencies.  

Client-server network - Has a powerful central server which provides resources (such as files), a login system and 

software updates to clients connected to the network. Clients request services, the server responds.  

Peer-to-peer network - Computers are all at the same level and connected to each other. There is no central server.  

Network topologies:  
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A network topology is the physical layout of the network (when viewed from above). Mesh 

topology - All devices (nodes) connected to all other devices (nodes)  

       Mesh topology  

Star topology - Uses a central switch, with all devices (nodes) connected to the central switch.  

    Star topology  

  

Network hardware:  

Wireless Access Points (WAPs) – allow wireless (Wi-Fi) connections to a LAN.  

Routers – allow Internet connection (forwards data packets onto the Internet) and can be used to create WANs.  

Switches – connect devices over a LAN (using MAC addresses to get the data across the Local Area Network).  

Network Interface Controller/Card (NIC) – a piece of hardware inside each computer that allows it to connect to a 

LAN. NICs contain the MAC address.  

Transmission media – Cat-5 (Ethernet cables) and fibre-optic cables.  

Network hardware profiles:  

  
Wireless Access Point (WAP)   

  

 
Allows Wi-Fi connection to LAN.  

Router 

  
Allows Internet access. Looks at IP 

addresses and forwards them on.  

Switch  

  
  

Connects devices on a LAN.  
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NIC  

Stores the MAC address and allows 

devices to plug into a LAN and 

communicate with it.  

Cat-5 Ethernet (copper) cable 

  

  

Low bandwidth cable suitable to 
low traffic LAN connections.  
Suffer with interference.  

Fibre-optic cable 

Suitable for high traffic 

networks and WAN 

connections across the long 

distances. High bandwidth.  

  

You might also have a modem for converting digital signals into analogue “waves” for travelling down 

telephone wires.  

 

  

Scroll down for the Internet and the World Wide Web………….  

     

4 The Internet and the World Wide Web keywords  
  

  

The Internet  The World Wide Web  
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Interconnected networks spanning the globe.  

  
  

  

  
Websites, social media, web browsers, etc.  

  

  

Domain Name System (DNS) - DNS converts human-readable domain names (such as google.com) into computer-

readable IP addresses (such as 243.6.83.5)  

Web hosting - Paying a company (such as GoDaddy) to store your website online. They store your HTML files on their 

servers and allow people to view your website using their web browsers.  

The cloud - simply another word for “online” storage (remote storage). Usually you would pay a company to store 

your data.  

Cloud computing - using software that is being run on a remote computer (usually pay a monthly subscription to use 

it).  

A Virtual Private Network (VPN)  - appears to network users like they are connected to a physical LAN or WAN 

without needing to be anywhere near the physical part of the network. They need to login with a username and 

password. Once logged in, they can access files, folders and software as though they were physically in the same 

building as the network.  

  

  

  

  

  

  

  

  

5 Network protocols, layers and packet switching keywords  

Ethernet - a protocol and set of standards for communicating over a Local Area Network. The Ethernet protocol 

controls how data is sent and received across a Local Area Network as well as the connectors and cabling.  

  

HTTP (Hyper Text Transfer Protocol) - HTTP allows web browsers to request websites from web servers (this runs on 

port 80). For example, you might type in HTTP://www.google.com/examples  
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HTTPS (Hyper Text Transfer Protocol Secure) - HTTPS is the secure (encrypted) version of HTTP, suitable for 

exchanging sensitive information, e.g. bank details.  

FTP (File Transfer Protocol) - FTP allows large files and folders to be transferred across the Internet. Website 

developers might use this to upload their HTML files to be hosted on a web server.  

POP (Post Office Protocol) - Allows users to download an email ONCE ONLY. When it has been downloaded, it is 

removed from the email server.  

IMAP (Internet Message Access Protocol) - This is a modern email protocol that allows users to view their emails on 

the email server and download as many emails as they want on multiple devices.  

SMTP (Simple Mail Transfer Protocol) - used for sending emails and for transferring emails from one email server to 

another. For example, it will send an email from Hotmail’s email server to Gmail’s email server.  

  

Network layers  

The TCP/IP four-layer model is a something that network engineers use to understand and troubleshoot network 

problems.  

TCP/IP four-layer model:  

  

  

Packet switching - Packet switching is also a different way of looking at TCP/IP. All packet switching means is that 

data is sent as individual chunks (data packets) that are routed through a network.  

Data packets – chunks of data with an IP address, routed across a network. Data packet 

structure  

  

6 System security keywords  
Virus - A malicious piece of software that infects other files. It can only replicate if the file is opened and run. A virus 

will replicate and infect other susceptible files, but requires human computer users to spread them from computer 

to computer.  

Worm - A complete standalone piece of malicious software that can spread by itself without any human interaction.  

Trojan - A piece of malicious software that tricks users into downloading by making it look like it is something useful.  

Denial of Service (Dos) attack - Any attack on a system that denies you (and others) of a service.  

Distributed Denial of Service (DDoS) attack - Infecting hundreds or thousands of computers with Trojans that can all 

be triggered at once to send a flood of IP data packets to a server and overwhelm it and crash it.  
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Brute Force attack - Guessing thousands (or millions or even billions!) of password combinations until they crack the 

password. This is sometimes called a “dictionary attack” because it goes through all the words of the dictionary first.  

Phishing – emails sent to numerous email addresses in the hope that some of the recipients will fool for the scam.  

Social Engineering - Any method that hackers use to trick PEOPLE into either downloading malicious software or 

giving out personal information. Phishing is a form of social engineering.  

SQL Injection - when a hacker types SQL code into the input box of a form and submits it. The SQL code could allow a 

hacker to view usernames and passwords stored in a database.  

Data interception and theft - Cyber criminals (hackers) can intercept data as it is travelling across the Internet.  

Poor network policies - Network policies are rules that users must stick to when using a network (e.g. password 

length and rules on email use). Poor network policies make a network more vulnerable to attack.  

Penetration testing - when companies pay professional hackers to hack into their systems and find vulnerabilities. 

Any vulnerabilities (security weaknesses/holes) must be reported by the hacker.  

Network forensics - monitoring a network and capturing network traffic (data packets) and alerting the 

administrator to any issues.  

Firewall - blocks unwanted access to the network from the Internet. Firewalls inspect incoming data packets to see if 

they are legitimate.  

Network Policies - rules and guidelines on what users can and can’t do as well as the software to implement these 

rules.  

• User Access Policy – Making sure all users have accounts with usernames and passwords.  

• Acceptable Use Policy – Making sure users use the network appropriately and for example don’t access 

personal email accounts that might result in viruses being downloaded.  

• Backup and Recovery Policy – What happens in the event of a disaster  

  

Anti-Malware software - scans a computer system and alerts to any malware.  

Encryption - scrambling data so that only the intended recipient can understand it. Anyone that tries to steal the 

data will not be able to read it.  
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7 Systems Software (OS and utilities) keywords  
Systems software - software that controls and manages the hardware and performs useful tasks to 

keep the computer running. System software includes the operating system and utilities (tools).  

Operating system - a large piece of software that controls the operation of the computer and allows 

the user to interact with the computer.  

Utilities (tools) - small pieces of software that perform a particular task.  

Operating system functions:  

• Multi-tasking – allows the CPU to run many programs at the same time (it actually does this by 

rapidly switching between programs to create the illusion that they are running at once).  

  

• User interface – presents a Graphical User Interface (GUI) to the user so that they can easily 

interact with the computer.  

  

• Memory management – loads programs into (and out of) RAM and keeps track of where the 

data is while the program is running. It also controls virtual memory.  

  

• Peripheral management and drivers – allows devices to connect to the computer and allows the 

CPU to understand the external devices.  

  

• Security – provides a user logon system and file access permissions (e.g. one user might be able 

to only access certain files).  

Think MUMPS (Multi-tasking, User-interface, Memory management, Peripheral management, 

Security).  

The OS also manages user accounts and file storage.  

Utility system software:  

Encryption software utility - encrypts (scrambles) data using a key that is known only to the sender 

and receiver. It prevents anyone else from reading the data.  

Defragmentation utility - puts files back into sequential order on the hard disk drive which improves 

performance.  

Data compression utility - allows users to shrink file sizes so that files and programs take up less 

storage space. Lossy compression shrinks the file down, but also loses some of the quality. Lossless 

compression shrinks the file, but does not lose any quality.  

  

Data backup:  

Tertiary storage – backup storage devices.  

Data redundancy - Storing copies of data on several drives in different locations. If one drive fails, 

the others can take over.  
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Full backup - Backing up all of the data. Full backups take a long time to complete and are not done 

very often.  

Incremental backup - Only backing up the changes since the last full backup. These are quick to 

complete.  

8 Legislation (laws) and legal-related keywords  

  

Legislation (laws) relevant to Computer Science:  

The Data Protection Act 1998 - Makes it illegal for companies to share or sell your data with 

permission from you.  

Computer Misuse Act 1990 - Makes hacking (unauthorised access) and data theft illegal.  

Copyright Designs and Patents Act 1988 - Prevents people and organisations from copying 

each other’s work without permission.  

Creative Commons Licensing - Allows people to use their work for non-profit purposes. 

Creator can choose who uses it and for what purposes. People must get permission from 

author.  

Freedom of Information Act 2000 - Allows members of the public to request information 

from large organisations such as the Government.  

  

Stakeholders - A person with an interest (usually financial) in a company.  

  

Open source vs proprietary software  
Open source software - allows other people to access the original source code. People can 

view, edit and pass on the source code.  

Proprietary software - owned by a company with the view to making money. Proprietary 

software is closed source because the company does not want anyone to be able to view 

the source code.  

  

Open source  

Advantages  Disadvantages  

Large community of developers making 

improvements and removing bugs  

May not always have a user manual.  

Online forums for help  No warranty/guarantee  
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Free and no restrictive license  Might not be compatible with 

proprietary products  
   

  

   

9 Algorithms keywords  
Algorithms -  a step-by-step set of instructions to solve a problem. Algorithms can be written as 

pseudocode or flowcharts.  

Pseudocode - code written in English. The idea is that programmers can plan an algorithm before 

they actually start programming it.  

Flowcharts -  another way to design algorithms that all programmers will be able to understand and 

implement in their own programming language.  

  

Searching algorithms:  

Linear search – just looks through each item in the list until it finds it.  

Binary search – finds the middle value of the list. Breaks the list in two, sees if it is above or below 

the middle. If it is above, it will then discard the bottom half of the list. It will then break the top half 

in two. Again, it checks if it is above or below, if it is below, it will discard the top half and so on until 

it finds the item.  

  

Sorting algorithms:  

Bubble sort – swaps values in to order with each iteration until they are in order.  

Merge sort – breaks the lists into smaller lists and rearranges and merges them into the correct 

order.  

Insertion sort – takes the list values out and inserts them into the correct order.  

  

Computational thinking  
Being able to think how a computer could be used to solve a problem.  

Abstraction – removing unnecessary details. Focusing only on the details you want.  

Decomposition – breaking a problem down into smaller solvable sub-problems.  

Algorithmic thinking – creating step-by-step instructions to solve a problem using computers.  
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10 Programming keywords  
Variable - A named container that stores a value in RAM that CAN change.  

Constant - A value that CANNOT change.  

Data-types - The type of data that is stored in a variable.  

• String - Alphanumeric characters (e.g. $myPassword123)  

• Integer - Whole numbers (e.g. 3)  

• Real/float - Decimal numbers (e.g. 3.14159)  

• Boolean -TRUE or FALSE  

Binary shifts - Binary shifts or “bit-shifts” moves binary numbers to the left or right. A shift of 1 space 

left will double the number. 1 shift right will halve it.  

Mathematical operators:  

• Addition:   +                 Example:    5 + 15 = 20  

• Subtraction:   -             Example:   10 – 3 = 7  

• Multiplication:   *        Example:   3 * 8 = 24  

• Division:   /                   Example:   21 / 3 = 7  

• Powers (indices or exponents):    EXP or **              Example:     5 EXP 3 = 125    ( 5 x 5 x 5 

= 125)  

• Division that only gives remainder (Modulus division):   MOD or %     Example:    7 MOD 2 

= 1  

• Division that only gives integer part:    DIV or //        Example:   7 DIV 2 = 3  

  

Logical (relational) operators:  
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The three basic programming constructs used to control the flow of a program:  

• sequence  

• selection (IF/ELSE)  

• iteration (count-controlled/FOR loops and condition-controlled/WHILE loops)  

  

  

  

Data structures (arrays)  
 Data structures - ways of storing and organising data in your computer programs.  

The main data structure you use in Python are arrays (lists).  

  

2D arrays are arrays inside of other arrays. 2D arrays are a bit like having rows and columns.  

  

Another example of a 2D array:  
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Producing robust programs (defensive design)  
Robust program - a program that is fault-tolerant and difficult to break/crash.  

Defensive design - simply means that programs should be designed to be robust and to not crash if a 

user does something unexpected.  

Defensive design considerations:  

• Input sanitisation/validation – validation checks such as length checks and format checks can 

help to avoid causing errors.  

• Anticipating misuse – assume that users will TRY to break the program.  

• Authentication – using logon systems with passwords to make sure the user is who they say 

they are.  

  

Testing:  

Iterative testing - testing that is carried out during production.  

Final/terminal testing - carried out just before the final program is released.  

Testing techniques:  

• Test with erroneous data (intentionally enter data that is not valid to see how the program 

responds)  

• Test with valid data to see if the program works as it should.  

• Test with boundary data (data on the edges of what is acceptable) to see if it works as 

expected.  

  

Logic errors - for example putting the < (less than) sign when you should have put > (greater than). 

Logic errors will not be picked up by the IDE.  

Maintainability – ensuring that code is easy to follow and repair/improve/edit.  

Ways of making code more maintainable:  

• #Comments, indentation, meaningful variable names and use sub-routines.                   

  

11 Data representation keywords  
Characters - simply letters, numbers and symbols.  

Character set - all the set of all characters (letters, numbers, symbols) that a computer can 

understand.  

ASCII - uses 7-bits which could store 27 = 128 characters. ASCII was later upgraded to 8-bits which 

could store 28 = 256 characters.  
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Unicode (16-bit and later 32-bit) - was brought in to allow other languages, with all their various 

letters and symbols to be able to be represented in a computer system.  

Images  
Resolution - the number of bits per area of an image. Higher resolution = better quality (clearer).  

Colour depth (bit-depth) – number of bits per pixel. Higher bit depth = more colours.  

Sound  
Sample rate/sampling frequency - The number of samples of the sound taken per second. The 

image below shows that as the sampling frequency increases the analogue wave is more accurately 

represented:  

Bit depth or “sample size” - The number of frequencies/pitches that can be represented.  

The higher the sampling frequency/sample rate and bit-depth/sample size the better the file will 

represent the original analog sound.  

Bit rate: The amount of data per second that is required to stream/play the sound back again.  

Metadata: Data about data. For example, an image file might contain metadata that gives the 

resolution and colour depth.  

  

Computational logic (logic gates)  

NOT gate - Simply gives the opposite output (e.g. changes a 1 to a 0)  

  

AND gate - BOTH inputs must be 1 to give an output of 1.  

  

OR gate - One OR both inputs can be 1 to give an output of 1.  
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